Control the boot process
Linux #redhat #boot #run-level
In this note:

» The Linux boot process, set the default target used when booting, and boot a system to a non-default target
» Recover root password
» Repair file system configuration or corruption issues

Linux Boot Process

» The boot sequence changes in CentOS/Redhat 7 and above
» systemd is the new service manager in CentOS/RHEL 7 that manages the boot sequence

» Every system administrator needs to understand the boot process of an OS in order to troubleshoot effectively
» What happens if the system doesn't boot, then you'll need to understand the boot sequence to know what is going
wrong.

It is backward compatible with SysV init scripts used by previous versions of RedHat Linux including RHEL 6

« The firmware comes in with the machine pre-installed by the manufacturer, that firmware is called BIOS which stands for
Basic Input and Output Setting.

» When the computer starts up (it takes the power on), and it goes through the post process, The post process selected
means that it starts up and then it goes through all the hardware that is attached and checks if the device is OK or not, are
there any problems with the hardware?

« After that, the MBR is loaded, MBR stands for Master Boot Record
« BIOS looks up, it does the post, and then it goes to the first sector of the disk and finds out that MBR, this MBR has
the information of GRUB2
» GRUB2 stands for Grand Unified Boot Loader v2
» GRUB2 loads the Linux kernel, that information is is /boot/grub2/grub.cfg
» When you boot up your Linux operating system, you probably don't see the BIOS and posts because it goes
through your screen so fast. And MBR is probably not noticed because that's the time that your machine is



looking for that sector. But you'll see at one point on your screen, on your black screen, it's gonna show up as
Linux Kernel, and sometimes you probably gonna see 1,2,3,4,5, etc. different kernels that it needs to boot from.

At that time you could move your cursor up and down and select the kernel you want to load or let the system
decide which kernel it's gonna load depending on the GRUB configuration.

Now the Kernel comes up, Kernel said "okay GRUB asked me to start"
Kernel is the core of the operating system. What it does is that it loads the required drivers from the init
rd.img file.
The kernel job is to load the driver, meaning that every hardware that is attached to your machine. in order
for it to work, the Kernel has to communicate to that hardware, so in order for the Kernel to communicate, it
has to have that driver that talks to that hardware, so it loads up all those hardware, and then it starts the
first, very first OS process that is called systemd
systemd is a new process introduced in the new version of Linux
The last step is that systemd is started first as process ID # 1 by default.
As other processes start they get the incremental numbers of the process.
It then start all the required processes that were enabled at the boot time.
Then it reads the /etc/systemd/system/default.target to bring the system to the run-level
Every Linux system has a total of 7 run levels that go from zero to six, which defines where it's gonna
start, if it needs a networking single user mode, or if it actually needs to shut down. All those run levels
are actually defined in this file.
That's how your system becomes online.

How to Reboot/Shutdown the system

To power off or reboot a system from the command line, you can use the systemctl command

systemctl poweroff = stops all running services, unmounts all file systems, and then powers down the system

systemctl reboot = stops all running services, unmounts all file systems, and then reboots the system

You can also use the shorter version of these commands, shutdown, poweroff and reboot, which are symbolic links to
their systemctl equivalents

Selecting systemd Target

Systemd is the first Linux process which decides at which run-level the operating system needs to be in
run-levels exist from 0 to 6, in total there are 7 run-levels

These run-levels are now referred to as targets

The following table lists the most important targets

Target
graphical.target
multi-user.target
rescue.target

emergancy.target

Purpose

System supports multiple users, graphical and text based logins
System supports multiple user, text-based logins only

sulogin prompt, bashic system initialization completed

sulogin prompt, initramfs pivot complete and system root mounted on / read only

rescue.target and emergaency.target are the targets that are given to the system if you are going to perform any

maintenances,

any emergencies, if you wanted to boot off of a CD, or something like that.

To check the current target or run-level



e systemctl get-default

e who -r

Example using systemctl command:
[root@localhost ~]# systemctl get-default
Output:

graphical.target

« It means we have both GUI and text enabled activities.

Example using who —r command:
[root@localhost ~]# who —-r

Output:

run-level 5 2024-07-08 11:41

» The run-level 5 is equivalent to the graphical.target run-level

» Atarget can be a part of another target. e.g., the graphical.target includes multiuser.target , which in turn depends
on basic.target and others

View target dependencies
e systemctl list-dependencies graphical.target | grep target

Example using systemctl command:

[root@localhost ~]# systemctl list-dependencies graphical.target | grep target

Output:

graphical.target

e Lmulti-user.target
e |-basic.target

| Fpaths.target

| -slices.target

| |-sockets.target

| F-sysinit.target

| | F-cryptsetup.target
| | Fintegritysetup.target
| | Flocal-fs.target

| | F-swap.target

| | Lveritysetup.target

| Ltimers.target
getty.target



F-nfs-client.target
| L-remote-fs—pre.target
L_remote-fs.target
Lnfs—client.target
L—remote—fs—pre.target

» Asyou can see the graphical.target has a dependency on multi-user.target and multi-user.target has at the

same time a dependency on basic.target and so on.

Display the new runlevels/targets
e 1s —-al /lib/systemd/system/runlevelx

Example using s command:

[root@localhost ~]# ls — al /lib/systemd/system/runlevelx

» Remember the -a option will give you ALL the files with the symbolic link as well.

Output:

lrwxrwxrwx. 1 root root 15 Mar 19 08:31 /lib/systemd/system/runlevel@.target —> poweroff.target
lrwxrwxrwx. 1 root root 13 Mar 19 08:31 /lib/systemd/system/runlevell.target —> rescue.target
lrwxrwxrwx. 1 root root 17 Mar 19 08:31 /lib/systemd/system/runlevel2.target —> multi-user.target
lrwxrwxrwx. 1 root root 17 Mar 19 08:31 /lib/systemd/system/runlevel3.target —> multi-user.target
lrwxrwxrwx. 1 root root 17 Mar 19 08:31 /lib/systemd/system/runlevel4.target —> multi-user.target
lrwxrwxrwx. 1 root root 16 Mar 19 08:31 /lib/systemd/system/runlevel5.target —> graphical.target
lrwxrwxrwx. 1 root root 13 Mar 19 08:31 /lib/systemd/system/runlevel6.target —> reboot.target

« These are the 7 run-levels that exist in Linux
= You could manage the boot process of your system through these targets

Setting default target
e systemctl set-default graphical.target

Example using systemctl command:

[root@localhost ~]# systemctl set-default multi-user.target

Output:

Removed "/etc/systemd/system/default.target".
Created symlink /etc/systemd/system/default.target - /usr/lib/systemd/system/multi-user.target.

» Now if you reboot the system you are not gonna have that graphical view that you are looking at.



If you run systemctl get-default again to check what is the current target you will now see multi-user.target but
you will have to reboot in order to not see the GUI included in the graphical.target run-level

Recover root Password

Method 1

In order to run the command passwd root, you have to be root, and to be root you have to put in the password. Solving
this its not that simple.

Steps to recover root password:

Restart your computer
Edit the grub file
Change password
Reboot

Restarting your computer

Run reboot with admin permissions

GRUE version Z2.06

Red Hat Enterprise Linux (5.14.90-427.22.1.el9_4.x86_64) 9.4 (FPlow)
Red Hat Enterprisze Linux (5.14.90-427.18.1.e19_4.=x86_64) 9.4 (Plow)
Red Hat Enterprise Linux (@-rescue-fcBdcd537d6049cZboPafcelbbe5eeb) 9.4 (+

Use the T and | keys to select which entry is highlighted.
Press enter to boot the selected DS, ‘e’ to edit the commands
before booting or ‘c’ for a command-line.

This is how GRUB looks like
When you restart your computer and click any key within the 5 sec window that the system gives you you will be in
GRUB Kernel selector.
Once you are in here you could select any of the options:
The first one is your actual OS
The second one is just the rescue of your OS
Select the first one (make sure it is highlighted in white)
Then press 'e' to edit.

Editing the GRUB file



GRUE ver=sion £.06

load_video

set gfxpayload=keep

insmod gzio

linux (Sroot)sumlinuz-5.14.0-427.22.1.e19_4.x86_64 root=sdev-mapper-rhel-ros
ot ro crashkernel=16-4G:192M,46-64G:256M,64G-:512ZM resume=-sdevw/mapper-rhel-%
swap rd.lvm.lv=rhels/root rd.lvm.lv=rhel/swap rhgb quiet

initrd (Srnnt)/initramf3—5.14.0—42?.22.1.&19_4.x86_64.img Stuned_inited

Minimum Emacs-like screen editing is supported. TAB lists
completions. Fress Ctrl-x or F10 to boot, Ctrl-c or FZ for
a command-line or ESC to discard edits and return to the GRUB menu.

Come down to the parameters where you'll see ro which means "read only"
In this case it is located in the 5th line just after rhel-root
e.d. .../rhel-root ro
Replace the ro with rw init=/sysroot/bin/sh
Then input the instructions
A good administrator always write down their troubleshooting instructions.

GRUB wersion 2.06

load_wvideo

zet gfxpayload=keep

insmod g=zio

linux (Sroot)sumlinuz-5.14.0-427.22.1.e19_4.xB6_64 root=sdev-/mapper-rhel-ros
ot rw init=s/sysrootsbinssh crashkernel=1G-46G:192M,4G-64G:256M,64G-:512ZM res\
ume=sdevsmapper-rhel-swap rd.lum.lv=rhel root rd.luvm.lv=rhel-swap rhgb guies
t

initrd (Sroot)rsinitramfs-5.14.0-427.22.1.e19_4.x86_64.img Stuned_initrd

Minimum Emacs-1like screen editing is supported. TAB lists
completions. Press Ctrl-x or F10 to boot, Ctrl-c or F2 for
a command-line or ESC to discard edits and return to the GRUB menu.

Note how the ro was replaced with the rw init=/sysroot/bin/sh from the instructions
Now hit Ctrl + x to boot in single-user mode.

Changing the password

Instructions to change the root password:

rw init=/sysroot/bin/sh
ctrl x
chroot /sysroot

passwd root



exit

reboot

Note we already covered the first 2 steps

Entering emergency mode. Exit the shell to continue.
Type " jourmalctl” to view system logs.
You might want to save “/runsinitramfs-rdsosreport.txt” to a USB stick or ~boot

after mounting them and attach it to a bug report.

Bz

This is now how the single-user mode would look like
Now enter the commands shown in the instructions

‘7#f chroot -ssysroot

it passwd root

hanging password for user root.
ew password:

Retype new password:
passwd: all authentication tokens updated successfully.

Your root password was changed successfully at this point
Before exiting update SELinux information by running the command: touch/.autorelabel
In my case this line outputted: sh: touch/.autorelabel: No such file or directory

Now exit out of sysroot

You can just type exit for this.
Now reboot your system

Run the reboot command.

Once the system comes back online you will have the option to log in as root or as yourself and that's how you change the root
password.

Method 2

from How to recover a root password...

Find the line that refers to the kernel: There will be a series of 'boot parameters' here: these are instructions passed during
the loading of the kernel.

For RHEL/CentOS 7, the line starts with 'linux16'.
For RHEL/Centos 8x, and Fedora the line starts with ' Linux".
Add ' rd.break ' at the end of that line (There are other things you can do here, but for now, this is all you need) [ Note:
This change is temporary ].
Now hit Ctrl-x to run the edited bootloader script.
You'll boot to a 'rescue' prompt that looks like this: switch_root:/#.

Remount the root partition in read-write mode so that you can run commands. Enter the following: mount -o remount rw
/sysroot and then hit ENTER.


https://www.redhat.com/sysadmin/recover-root-passwd

Now type chroot /sysroot and hit enter. This will change you into the sysroot (/) directory, and make that your path
for executing commands.

Now you can simply change the password for root using the passwd command.

Next, before you reboot, you will need to make sure that SELinux allows the file changes. At the prompt ,enter: touch
/.autorelabel . This will signal SELinux on the next reboot that the filesystem has changed (the changed password) and
allow the change to be loaded. This will cause the whole filesystem to be 'relabeled’ which might take a while, depending
on the size of the filesystem and the speed of the machine, so be aware of this possibility.

Type exit to leave the chroot environment and enter reboot .

Repair Filesystem Corruption

Filesystem corruption can occur when you either make mistakes in /etc configuration files or filesystem become
corrupted at the disk level

In either of the above cases the systemd will not be able to boot the system in the defined target and bring the system in
emergency mode/target

The following table lists some common errors and their results

Problem Result

Corrupt filesystem systemd attempts to repair the file system. If the problem is too severe for an automatic
fix, the system drops the user to an emergency shell

Nonexistent device or UUID systemd waits for a set amount of time, waiting for the device to become available. If the

referenced in /etc/fstab device does not become available, the system drops the user to an emergency shell

after the timeout

Nonexistent mount point in The system drops the user to an emergency shell
/etc/fstab
Incorrect mount option The system drops the user to an emergency shell

specified in /etc/fstab

In any case administrators can use the emergency target to diagnose and fix the issue, because no file systems are
mounted before the emergency shell is displayed.
When using the emergency shell to fix filesystem issues, do not forget to run systemctl daemonreload after editing
/etc/fstab . Without this reload, systemd may continue using the old version of the /etc/fstab file.
If you are having issues with your disk and filesystem corruption is reporting disk errors, then you could run fsck ("fs
check") command on your filesystem, to repair your filesystem manually.
e.g. fsck /dev/sda



